Customer Engineer

Company Description
VAST provides IT services, infrastructure, and cloud management solutions that help customers reduce costs, improve

operational efficiency, and stay focused on their business priorities. Since 1989, VAST has delivered enterprise-level IT
services and solutions to organizations of all sizes and industries across the U.S. Our experienced team combines deep
expertise with industry-leading partners and tools to drive measurable results and service excellence. VAST service is the
foundation supporting the three pillars of IT: on-premises, hybrid, and multi-cloud environments.

We are committed to delivering exceptional customer service while fostering a progressive and supportive work
environment. Through our talented customer engineers, we provide creative, innovative solutions that address our
customers’ business needs. Our family-oriented culture encourages commitment, technical excellence, and a positive
atmosphere where employees can reach their full potential.

Job Summary
The Customer Engineer works directly with customers as part of a high-touch engineering team, providing daily technical

support across call center operations, managed services, and professional services. Key responsibilities span Microsoft
and Linux operating systems, Active Directory and Entra ID, Azure and AWS cloud operations, migrations, enterprise
backup and disaster recovery, and vulnerability remediation.

Location and Work Arrangement
Downers Grove, IL - Hybrid (One day onsite per week).
Paid On-Call Support rotation required after the introductory period.

Employment Type
Full time.

Reports to the Director of Technology Services.

Job Responsibilities
e Provide high-touch call center support, with a focus on Microsoft environments.

o Deliver managed services for customer environments.

e Provide professional services, consulting, and project-based support.

e Collaborate with customers’ IT teams to resolve issues beyond routine support.

¢ Administer customer systems, security, backups, and disaster recovery planning.
e Troubleshoot customer issues across Microsoft and Azure environments.

¢ Maintain required vendor certifications.

e Document and update case management and change management systems.

¢ Create and maintain technical documentation.

Core Technical Responsibilities

e Cloud & Virtualization Operations: Deploy, configure, and manage virtual machines and cloud resources across
Microsoft Azure, AWS, and VMware vCenter. Manage cloud storage, IAM access control, workspaces, snapshots,
and shared file systems (Azure Files, Blob, and AWS FSx and S3).

o Enterprise Backup & Data Protection: Architect, deploy, and manage enterprise backup and recovery solutions—
including Cohesity and Druva—to protect Azure and AWS workloads, Microsoft 365 objects (Exchange, SharePoint,
OneDrive, Teams), file systems, and virtual machines.

o |dentity, Access & Directory Services: Administer on-premises Microsoft Active Directory and Microsoft Entra ID
(Azure AD), including Organizational Unit (OU) design, Group Policy Object (GPO) implementation, RBAC
permissions, and M365 license lifecycle management.

e Security & Vulnerability Management: Collaborate with customer cybersecurity teams to remediate high, medium, and
low vulnerabilities identified by tools such as Tenable. Enforce endpoint patching, monitoring, and automated
remediation scripting using N-able N-central.




o Disaster Recovery (DR) & Business Continuity: Lead and participate in regular DR testing using tools like Zerto, AWS
Elastic Disaster Recovery (EDR), and Azure Site Recovery. Coordinate failover workflows, isolate system bottlenecks,
and manage vendor escalations during recovery drills.

¢ Infrastructure Troubleshooting & Support: Perform deep root-cause analysis for core enterprise services including
DNS, DHCP, GPOs, PKI infrastructure, and enterprise data management platforms (Cohesity, Druva, Resilio).

e Service Delivery & Incident Management: Document, triage, and resolve complex incidents, service requests, and
change orders using enterprise ITSM platforms (Salesforce Service Cloud, Halo).

e Modernization & Automation: Leverage modern tooling, scripting, Al-assisted development workflows, and automation
to streamline client migrations, server provisioning, and deployment tasks.

e Operating Systems: Administer and troubleshoot Windows Server and RHEL/OEL Linux environments.

o Networking: Working knowledge of TCP/IP, DNS, VPN, and firewall configuration in customer environments.

e Storage: Support SAN and Fiber Channel networks, including provisioning and performance troubleshooting.

e Documentation: Produce and maintain runbooks, network diagrams, and as-built documentation for customer
environments.

Required Qualifications

e Bachelor's degree in computer science (or related field) or equivalent work experience.

e Minimum of five years applicable experience including experience working with external customers.

¢ Minimum of five years applicable experience with Microsoft Windows and RHEL/OEL Linux environments.

e Minimum of five years applicable experience with backup environments.

o Certifications: Current certifications in Microsoft Azure, AWS, VMware, Cohesity, or Druva, or willingness to obtain
them within the first year.

e General work understanding of Microsoft Azure, AWS, and/or GCP.

e General work understanding of virtualization and hypervisor technologies (specifically VMware, Microsoft Hyper-V,
and Nutanix).

e Cloud backup experience a plus

Technical Environment

¢ Hands-on experience with the following tools and platforms is expected; depth in each is not required.

o Data Protection & DR: Cohesity, Druva, Zerto, AWS EDR, Azure Site Recovery, Veritas (backing up Azure VMs,
M365 suite, file data, on-premises systems).

e Virtualization & Cloud: VMware ESXi/vCenter, Microsoft Hyper-V, Azure, Nutanix, AWS Core Services (EC2, S3, IAM,
FSx).

e Directory Services & OS: Windows Server, Active Directory, Microsoft Entra ID, Group Policy, Microsoft 365.

e Monitoring & RMM: N-able N-central, NinjaOne, PowerShell/remote scripting.

e Security & Compliance: Tenable, Palo Alto Prisma Cloud, vulnerability remediation standards.

e |TSM & Process: ITIL-aligned incident/change management (Salesforce Service Cloud, Halo).

e Endpoint Protection: Experience deploying and managing endpoint security tooling such as Huntress, SentinelOne,
and Rapid7.

¢ Cloud Printing: Experience with serverless direct IP printing platforms (Vasion Print) a plus.

Interpersonal Qualifications
o Customer service mentality and strong service orientation

e Excellent verbal and written communication

e Collaborative team player who works well across customer and internal teams
o Adaptable and effective in a fast-paced, high-pressure environment

o Detail oriented, accountable, and reliable in follow-through

e Highly motivated with strong initiative and work ethic

o Ability to multi-task and prioritize competing customer demands




Compensation and Benefits

e Comprehensive medical and dental

e Profit sharing and 401(k) plans

e  Tuition reimbursement

e Paid vacation time

e Paid company holidays

o Paid overtime work on weeknights or weekends
e Company events

Salary range
$80,000.00 — $110,000.00 annually, based on experience and qualifications.

EEO/AA employer



