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Understanding Cloud Native Backup Limitations

1. Cloud Native Backup offerings can be easy to consume (often a simple checkbox to enable when deploying other
cloud services), however they are very limited in functionality compared to a proper backup solution.

2. Cloud native backup tools provide no options for ransomware detection, prevention, or recovery. Making for
a complicated and risky recovery should the data be compromised by malware.

3. With varying costs for the actual backup itself, compute, storage, egress, and restores, it can be very challenging
to really know how much the solution will cost.

Storage Efficiency

e Source/Target side compression
and global deduplication reduces
storage consumption and
data transfer

e | everage S3, S3-IA, Glacier and
Deep Archive

* No deduplication or compression
capability = more storage,
more costs

e Only supports cold storage for EFS

* No deduplication or compression
capability = more storage,
more costs.

e No tiering to hot/cold/archive
storage (LRS/GRS only)

e Cloud native snaps only
(no granular recovery)

Cost Efficiency

e Consistent pricing across
cloud-native, hybrid, endpoint, SaaS

¢ Druva does not charge
for restores

¢ No additional charges for
backup storage

e Backups can be tiered to colder,
lower cost storage

¢ Deduplication reduces cross-region
and cross-account cost

e Unpredictable! AWS backup is
BETB priced per GB/month, varies
by workload, and is calculated on
the average storage used for
backups during that billing cycle

* AWS has additional $/GB charges
for restores of EFS, DynamoDB,
S8, and VMware Backup

¢ Additional costs for mullti-region
data copies

e Unpredictable! Additional costs
for egress + storage for retention

e Cross or Multi-region data copies
have additional costs

¢ Built in ransomware detection
e I[mmutable
e |nsider threat protection

* No ransomware detection
e No insider threat defenses
e | imited immutability options

e No ransomware detection
¢ No insider threat defenses
e | imited immutability options

Security e Curated snapshot restore e Security services must be cobbled

e Security is always-on! together = complex + costly

* No infrastructure to configure e All backup, storage, security, * All backup, storage, security,

e Consume and scale as needed compute, authentication services compute, authentication services
Simplicity e Simple, unified Ul and solution must be identified, built, managed, must be identified, built, managed,

by the customer
e Complex, time consuming

by the customer
e Complex, time consuming

On-premises/

Hybrid Backup 1 Limited coverage. Separate tools.
SaaS Appll.catlon M365, Google Workspace, Salesforce

Protection
e AWS EC2, EBS, S8 e AWS EC2, S3 e SAP HANA, SQL, PostgreSQL
e VMware Cloud on AWS, e \/Mware Cloud on AWS, AWS e Azure Files, Blobs, Azure VM
e AWS Outposts Outposts ® NO protection for Microsoft 365

(EC2 and RDS instances) e Databases on RDS, DynamoDB, ¢ NO protection for EntralD

e Databases on RDS DocumentDB, Aurora

laaS/Paas e DynamoDB, DocumentDB, e “Non-hosted” databases like SQL,

Workloads Aurora, Neptune Oracle, SAP HANA not running

e Integrated, Non-hosted MSSQL,
SAP HANA, Oracle protection

e Amazon FSx, EFS, FSx ONTAP
(SMB/NFS)

e Amazon Redshift

e Support for AzureVM, Azure files,
Azure SQL, Blob

e EntralD (coming soon)

on RDS limited to VSS-image
backups only
e EFS*, FSx, FSx for ONTAP, FSx
for OpenZFS
e Amazon Neptune, Amazon Redshift
* No non-AWS workload protection
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