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Introduction to VAST View™ IT and
Operations Cloud Best Practices

VAST View provides a consolidated view across your dynamic and
fast-changing cloud environment. Infrastructure & Operations professionals
responsible for the cloud need to optimize their resources to drive successful
business outcomes.' Cloud optimization hinges on analyzing and managing
data efficiently.

VAST View Technologies IT & Operations best practices look at reporting,
analysis, and metrics used by IT & Operations professionals, across industries,
on a recurring schedule. Under each task below, VAST View references
reporting that you can use to provide key stakeholders (e.g. Executives and
Cost Center Owners) visibility into their cost and usage trends, as well as the
ability to automatically identify and remediate inefficient resources, and
security vulnerabilities.

Administrative Best Practices

VAST View IT & Operations: Cloud Best Practices focuses on managing
and optimizing cloud spend and usage through the use of Perspectives
to create views by Project and Environment. If your business reports on
spend and usage in other ways, you need to create a Perspective based
on this method, as well. These require Perspectives to be built by account
or asset metadata to increase visibility in reporting.

VAST View recommends that each budget owner maintains Perspectives

and reporting for their various teams, along with using a role called a “Cloud
Steward.” An individual in this role is responsible cross-functionally for the
ongoing optimization and governance of the cloud infrastructure, serving as

a liaison between various IT/Operations teams and Finance. The Cloud Steward:

¢ Defines and manages automated Policies

¢ Analyzes cost, usage, performance, and security across environments

" Align Your Cloud Infrastructure to Your Business Strategy in Four Steps...or Fail, Michael Warrilow,
Bob Gill, 22 September 2017
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Along with a Cloud Steward role, additional roles and permissions in VAST
View should be configured and managed through SSO when possible. This
automatically reflects internal organizational changes with the appropriate
permissions for reporting and access in VAST View without additional manual
efforts by other teams. VAST View supports multiple SSO configurations and
role permissions, found here.

Businesses are more successful when there is one budget owner from each
cost center or Engineering team, along with the Cloud Steward, involved in
reporting and optimization efforts. Those users and the Cloud Steward should
have VAST View Admin permissions, which allow them to manage users,
account access to AWS, Azure, GCP and Data Center, as well as view all
account spend and usage in the product. More limited permissions for custom
or default roles can be configured in cloud management platform using the
instructions here. This includes using VAST View Organizations to limit the
accounts visible to users.

All accounts must be configured in VAST View before configuring reporting
and visibility into cost, usage, performance and security. This enables VAST
View to pull metrics and additional metadata about resources. While cloud
management platform collects some resource metrics with the initial
configuration of AWS accounts, additional metrics, like Memory and Disk,
can be gathered:

e When integrating your Datadog or New Relic accounts with VAST View
¢ By pushing metrics to VAST View with the Metrics API
¢ By installing the VAST View Agent

You can also integrate configuration management tools, like Chef, with
VAST View to utilize tags and metadata from those tools, as well as improve
configuration as a result of the best practice reporting.

Azure Service Principals provide VAST View with CPU, Memory and Disk 1/O
metrics once the Service Principal is configured in VAST View. To enable these
in Azure, turn on the VM Diagnostic feature for all VMs in the Azure portal.
Instructions from Azure can be found here. To obtain Disk Usage metrics, you
can install the VAST View Agent on the VMs for reporting.
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VAST View’s Data Center capabilities product can gather metrics from the
VAST View Agent or integrate with VMware. To set up your Data Center
account without VMware, instructions can be found here. To integrate
your VMware accounts with VAST View, instructions for configuring the
aggregator can be found here.

Many best practice recommendations in the following VAST View Policies
have the option for automation to reduce manual work when optimizing
your environment. To enable automation and action options in reporting
and Policies, you must update permissions in AWS and Azure following
these instructions (here for AWS) and (here for Azure).

Defining a Tagging Strategy

Reporting and analysis is much easier with clean data that follows a set
strategy for being allocated to various business groups. Tags are the basis

for Perspectives and requires an initial strategy to report and govern against.
To create a tagging strategy, multiple business leaders need to agree on ways
data should be reported on, analyzed and governed. For example, Finance
may want to look at spend by cost center for month-end reporting, Product
Management may care about spend per customer or project to track margins,
while DevOps and Engineering may focus on environments or microservices
to monitor their various teams and what they’re utilizing.

Developing a Tagging Design Guide enables engineers to reference tags
and their value structures when spinning up new infrastructure.
This document should include:

¢ A set of 5-10 tags that all areas of the business need for reporting and
analysis. Common tags used by customers can be found here.

¢ A structure for the tag values, considering case sensitivity, prefixes,
and formats like email addresses using ‘@’ symbols

¢ A list or dictionary of approved values that is consistently and
regularly updated
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For services where either AWS or VAST View doesn’t support tags, you can
use VAST View Reallocation Rules to split the spend for the services across
Perspective groups. Another option is to allocate all or a specified percentage
to a Perspective group. To implement these rules, see the documentation
here to learn how they work and options for allocating spend without tags.

After defining a tagging strategy, enforcing these tags going forward helps
keep reporting clean and efficient, as well as limits the effort of retroactively
cleaning up data in the future. Configuration tools are a great option for
implementing tagging structures to ensure that tags are set with appropriate
values from the initial launch. To monitor tags, use VAST View Policies to send
alerts for assets that are missing the tags in your tagging schema, as well as
use regular expressions to monitor the structure of the values. The following
Policies can be done holistically for all accounts if managed and monitored by
a centralized group, or by account to send to the respective account owners.
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Amazon Assets Missing Tags

The following VAST View Policy monitors your Amazon Assets for a specific
set of tags. This should be evaluated daily after the Perspective has been
allocated as much as possible to reduce the noise in the Policy alerts. By
creating a block in Policies for each tag that you want to monitor, the Policies
will evaluate each block individually.

Block 1 @ Enabled

Fesonscn Troe Evnlusta &

Amazon Assets 2| [Run gvery day m E:00 AM EST

Adeanosd Options

Orute P Colicnl - |

CONDITIONS
@ [ missing tsg Environmant
© Add Condiinn...

ACTIONS Aerions wil oniy Ce parlormed £a reeouress that muns thi conaie of T rie
© [ Email cloudsteward@cicudnosithtech.com
© Add Action

Conditions for Amazon Asset Tagging Policy:
* Resource type = Amazon Assets
e FEvaluate Interval = Daily

e Conditions = Missing tag and choose a tag from your tagging strategy
that should be governed and enforced

» Actions = Email Cloud Steward. If not governing centrally, this can be
filtered within the condition to look at specific accounts and sent to
those account owners
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Specific Resources Missing Tags

By choosing specific resource types instead of looking at all Amazon Assets,
additional conditions and actions are available to be combined with the missing
tags conditions. The best practice would be to use automation when possible to
manage the violating assets daily. Utilize the following policy conditions to creat
an automated approach to governing your strategy.

@ EC2 Instances Missing Tags © knabled
Resaurce Type Evaluata (0
ECZ Instance $ £ Run every day et 6:00 AM EST
Advanced Options »
© 5top EC2 Inst missing Envi tag Fings Critiesl =

CONDITIONS
© [& EC2 Instance missing tag Environment

© Add Condition...

ACTIONS Actions will anly ba row that match th itione of this rule
@ [# Stop Amazon EC2 Instances | | Authorizors
© Add Action.

Conditions for Resource Tagging Policy:
* Resource Type = EC2 Instances
e FEvaluate Interval = Daily

e Conditions = Missing tag and choose a tag from your tagging strategy
that should be governed and enforced

» Actions = Stop Amazon EC2 Instances (either automatically or with
an approval chain) although other automated actions, like Launching
Lambda Functions to tag the instance or Deleting EC2 Instances is also
an effective way to govern the tagging strategy but may be more severe
than stopping the instance
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Managing Cost

Best Practice Cost Reporting

Using Perspectives to allocate spend based on the environment, service,
project or customer, and/or cost center enables the business to track spend
broken down to analyze and make recommendations for optimizations. It’s
recommended review the Cost History report on a monthly and daily basis to
monitor the changes in spend. For trend analysis, subscribe to monthly view on
a monthly basis; Subscribe to the daily view on a daily basis to catch anomalies
before they incur cost for too long.

W Froduction [l Development B Assots Not Allocated B Stagihg [l Research [l Platlerm NG Managenant B Tosting [l integeation

Nov 2016 Dec 2016

Jan 2007 Feb 207 Mar 2017 Apr 2017 May 2017 Jun 2017 Jul 20 Aug 2017 Sep 2017 Oct 2077
Months

Conditions for Monthly Perspective Cost Trend Report:

Interval = Monthly

X-Axis = Months

Y-Axis = Cost

Category = Choose Perspective to report on

Filters = All completed months

Similar reports are available for Azure Cost History and Data Center Cost History.
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Monitoring daily cost to track the trends at a more granular time interval enables
the business to identify and act quickly on abnormal changes to ensure spend
stays in line with expectations.

W Production [l Assets Not Alloeated W PatiormNG [ Staging [ Resesrch W [ ] B Testing

B0K—

40K

30K

20K

2

o 26 Octa

~10K-+

San 18 Sen Oet12 Oet20 Dot 26 Mew 2

Conditionsfor Daily Perspective Cost Trend Report:

Interval = Daily

X-Axis = Days

Y-Axis = Cost

Category = Choose Perspective to report on

Filters = Filter out last day from the Days filter as the last day’s data
may be incomplete. If credits are distorting the reporting views, use
the Charge Type filter to exclude certain credits

Monitoring changes in Perspective groups with Policies, to send alerts to the
owner of an environment, microservice, or cost center allows for less manual
monitoring and alerts the appropriate contacts. The following Policy monitors
changes in spend over a week and should have a baseline percentage set
based on historical trends. The Policy should be created for each Perspective
group and the email contact should change according to who owns that group.

IT & Operations Cloud Best Practices www.vastiTservices.com
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° Monitoring Perspective group spend over @ Enabled

Resource Typs Evaluats 0 Perspactive Groups @
Billing Statement - [ Run every dey a1 6:00 AM EST l ENVIRONMENTS GROUPS: DEVELOPMENT v ]

Advanced Options v

& Parspective group spend ch d by more than 20% [ Flogr Critical - |
CONDITIONS
© (& Total Cost ($) changed by more than 20 % over 7 days
© Add Condition...

ACTIONS Actions will only ba performed on rescurces that match the conditions of this rule and the Perspactive Group of the containing Block
© [ Email T dbbthbaah.anim
Q Add Action...

| T

Test Rule is not available for aggregate
conditions.

Conditions for Perspective Group Cost Monitoring Policy:

* Resource Type = Billing Statement
e FEvaluate Interval = Daily

» Conditions = The percentage increase should be determined by the
business, although 10-20% is common in these alerts.

o Filters = Select a Perspective at the top of the Policy, which enables
a group to be selected in the Policy Block

e Actions = Email Perspective Group Owner or Cloud Steward

Monitoring spend through the lens of Service ltems enables the business to
pinpoint the cause of variances in spend from month to month. You can add
more files to customize this for each cost center owner, business function
owner, etc. so that they can also view and monitor their own changes in usage.
It's recommended to look at Service ltems daily to catch unusual changes
before they grow and become an issue.
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M fCz-Compute [ EC2-Transfer [ ECZ-MAT Gatoway Transtor W EBS-Somge M ECZ-Unused® [l S3-AR 53-Swage W ] ! - Compata
B AWS CloudTral m A Elnstic MapHe | | Storage 1 ElsstiCache - Reserved Nodes Upfront Fee W 53 - Transfer B ClastiCache - Compute RDS - Compute
B TC2 - NAT Gatewsy Usage B EC2 - Load Balancer Transler $3 - Glacier B AWS Duta Transher W Awsss B EC2 - Load Bekincer Ussge B AWS Config
Elasticsearch - Data Tranafer B DynamoDE - Provisoned Write Capacity. B 23 More
SOK
40K+
30K
2
g 206
e i e e o e - ,...!_ _-u:---- _= - e T —
10K+ - = . y
Sep 2 Sap 10 Sap 18 Dot 12 Oct 20 Oct 78 Nov 2

Days

Conditions for Service Item Cost Trend:
e |Interval = Daily

o X-Axis = Days

* Y-Axis = Cost

e Category = Service ltems

e Filters = Filter out last day from the Days filter, as the last day’s data
may be incomplete. If Cost Center Owners are monitoring their own
spend, they can can filter to a specific Perspective group
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While it’s important to track variances and changes in cost reporting, comparing
actual spend to budgets set by Finance holds teams accountable for their
spend, no matter the changes occurring. The VAST View Budget versus
Actual report enables Cost Center Owners to use budgets set in VAST View by
Finance to reports on actual spend and variances to the budget. Cost Center
Owners have the option for budgets to rollover from previous months to see
variance on a year-to-date level, as well. This report should be subscribed to
the Cost Center Owners on a monthly basis.

W ENG- W ENG- W ENG - 100012 (Rolover) | NG - | BB -] | N e FIN - 100004 (Rollowar] W PN - 00004 (Varance)
W MK - 100002 (Aotuall W MeT - 100002 (Budget] | MxT- B MKT-

Amount

bt b M Juf._._ " ij._. lh_.,u b1 Mk Illlll'"' 'I'L;"""

00K |

Mae 2017 Ape 20T May 207 s 20T Jul 3017 Aug 2077 Sep 2077 et 2T Now 2077 Dee 2017 Jan o8 Febr20m8

Conditions for Budget vs Actual Cost Report:
» Cost Center
» Date range = From earliest month available to the last month of the year

» Choose Rollover in the chart options to give visibility into cumulative
budget vs actual metrics
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Similar monitoring can be done with Policies. The example alerts Cost Center
Owners for only their cost center or team’s budget. This policy should run daily,
based on projected spend and filtered for the cost center belonging to that

individual.
Block1 @ Enabled
Rescurca Type Evaluste &
Budgen 4| [ Run svery duy ot :00 AM EST
Advanced Options v
°I?u|a1 Flags Critieal

CONDITIONS
@ [ Monthly Projected Cost (§) i higher then 110 % of Budget (Including roliover)
© Add Condition...

ACTIONS Actions will only ba performed on resources that match the eonditions of this ruls
@ [ Email cloudstewsrd@cloudhealthtech.com

O Add Active..

Teest Rule is not mvuilabin for sggregate conditana.

Conditions for Budget Policy:
* Resource Type = Billing Statement
e Evaluate Interval = Daily

» Conditions = Monthly Projected Cost and the percentage increase
should be determined by the business, although 110% (10% over the
budgeted amount) is common in these alerts

» Filters = Select a Perspective at the top of the Policy which will allow
a group to be selected in the Policy Block for individual budgets

* Actions = Email Budget Owner or Cloud Steward if not specifying
a Perspective group
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To track the business’s EA commitment, use the Azure Burndown Cost

report. The EA committed amount is entered in the account setup page when
configuring a new Azure Enrollment. This enables the business to enter multiple
enrollments with varying start dates and track against the total enrollment value.

e

HEsRRAR

Balance ($)

NowzoT Diec: 5017 Jans 20U Fab 201 Mar 101
Months

You can see in the default reporting view that the EA balance trends downwards
each month as it is used up. However, a view for executive reporting should track
the total spend compared to the commitment. This should be reviewed monthly
for month-end reporting.

W Terw Cowt (RL ohtee W Melece (1, chrme

‘M . . . . I
o - - ———

Piow 20T Dac 2077 dan 0% Fab 2018 Mar 20
Months

Balance (), Total Cost (8)

Conditions for Azure Burndown Report:
e X-Axis = Months
e Y-Axis = Balance, Total Cost

e Category = Enrollments
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Managing Cost with Reservations

Reservations enable you to make an upfront monetary commitment in return

for a discount on your compute cost. By having customers commit to the usage
of specific infrastructure, cloud providers can better manage their capacity and
therefore pass these savings to their customers. For more information on what
reservations are and how to leverage these for future optimizations, see our
Help Center article for AWS reservations here, and Azure reservations here.

The best practice is to cover at least 70% of your infrastructure with reservations.

Purchasing AWS Reservations

The VAST View EC2 RI Optimizer evaluates your AWS instances to determine

if you can benefit from the use of Reserved Instances. During the evaluation, the
Optimizer analyzes your previous usage and identifies the optimum purchase for
a given budget.

VAST View uses a constraint-based algorithm that analyzes hourly on-demand
usage over a time period. The algorithm compares options until it finds the
most efficient option for a reservation purchase that fits within your budget
constraints. The aim is to provide the best recommendations for your specified
constraints such as budget, purchase date, and filters.

Once finalized, quotes can be saved and sent to business owners for approval
before purchasing. Purchases can be made through VAST View, using approval
processes set by the business, or can be exported and sent to an AWS rep to
purchase on your behalf.
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OPTIONS

Time Pariod To Analyze

Last 30 Dayy :

EXTENDED OPTIONS +

Date

2 reservations axpire by this date

i Only recommend expiring resorvations

Filtars

Recommendation Summary
INSTANCES RESERVATIONS TO BUY
1,483 386
Recommaendations by Location
LOCATION *  INSTANCE TYPE
us-east-1
& c3size flexiblo
8 césize flexible
i3 size fiexible
© m3size
Haxible
0 masize
Haxible
0 mssize
Hexible

ré gize floxible
12 sizn Hauibla

Total
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Praterred Term Target Coverage Set Your Budget (Max: 673,852 ) ©
1¥aar 4 0o % $o ssaass

Billing Account Purchase Account Offering Types ) Reserve Capacity [l Use Convertible

AWS CHT Sand & Al Upfront

i o AWSCHT Sandbox %' & Partial Upfront

& No Upfront
B35082635717 BISDB263571T Chooss Lower Prapay Res Type it
Savings<| 3 il
973935151406 973935151406
KH-Tast-CH KH-Tost-CH
COVERAGEL UPFRONT COST BREAK IVIM SAVINGS MOUNTHLY SAVINGS ANNUAL SAVINGS
95% $573,692 6.3 mo 15% $42,651 5
ACCOUNT 05 TENANCY INSTANCES INSTANCES (NDRMALIZED) CURRENT BUY UPFRONT COVERAGE JRTEES l
1483 155875 1042 386 $673.682 96% $3425650 $2.913.8%9 4 $5man
AWS Linux/UNIX defouit 157 2380 51 3 $4,560 98% $329,073 $324,737 A $4,335
CHT
Sandbox
AWS Linux/UNIX dofault 40 1208 3 33 $134.821 96% $21,238 §13,641 S 7597 $254.850 SIE3E04  $9189
CHT
Sandbox
AWS Linun/UNIX default 362 4392 188 135 $§229,066 8E% $10,502 §93,656 + $16,936 §1,32706 $L236TT b §203.2256
CHT
Sandbax
AWS Linux/UNIX default 388 1910 354 3 $3072 99% $33,336 831,654 #8282 $407.236 379851+ $77,388
CHT
Sandbox
AWS Linue/UNIX defoult 149 180 T2 T4 §37.736 98% $TB0 §12.981 + 54199 $206,166 $155777 + $50,389
CHT
Sandbox
AWS Linux/UNIX default 47 280 ] 45 $4650 98% $6,547 84,047 S 82600  $79764 $48,565 831,200
CHT
Sandbox
AWS Linux/UNIX dofault 317 4064 268 63 §88,074 99% $67319 §58,899 ¥ §8420 §B0783) 706,795 ¥ $100,038
CHT
Sandbax
AWS Linee/UNIX dafault 23 Tas ] n $2,560 8% $1135 §879 4257 41,623 $10,504 & $3.079
CHT
Sandbox
1483 15587.5 1042 386 $573.602 5N 4285471 §242820 + $42651 $3425652 $2013,839 4 $5nED
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Conditions for EC2 Rl Optimizer:
e Choose Time Period to Analyze = Last 30 days

Preferred Time = 1 year; however, 3 year Rls give you larger discounts
if your organization’s forecasted usage is more stable.

Target Coverage = 100%. VAST View recommends up to 100% while
only recommending the reservations that are cost-beneficial to reserve.
The best practice is to be at least 70% reserved.

Budget = Max budget provides optimal Rl recommendations; adjust this
to the amount of upfront capital your business can provide, or to see
different scenarios at different budget points.

Estimated Purchase Date = Setting this in the future will take into account
Rls that expire between now and that date. Set this to the date that you
would like to purchase for to ensure you’re including all active Rls at the
time. If you set the Purchase Date to a future date, VAST View will alert
you if there are reservations expiring by that purchase date and include
them in the recommendation. There is also an option below the Purchase
Date to recommend only the expiring Rls if you do not wish to purchase
additional Rls.

o Offering Types = Best practice is to allow the Rl Optimizer to choose the
most optimal Rl type. Choose the type that accommodates you business’s
upfront payment ability if certain types are not feasible, but, in most
cases, Partial Upfront Rls provide very similar benefits to All Upfront Rls.

* Reservation Types = There are reservation type options to the right of
the Offering Types to select for analysis. By default, VAST View will
recommend regional, size-flexible reservations.
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Tracking Reservation Savings

Obtaining approval for upfront spend for Reserved Instances can be difficult to
get from the business in some cases. By tracking the actual savings achieved
from Rls, future purchases can be justified easier and past purchases can be
proven successful to the business. The Cost Savings report is a good visual to
present as new Rl purchases are made to prove the value of the upfront budget
approved to obtain these reservations.

W 0027 Benete

Way 2077 Juin, 20T il 2097 Gap 2007 Cet 2077 Poow 200

War 2077 Ape 3007 Aug 20T

EC2 Savings
5

33§i¢

=

BEEEER A
xR X ®

o %

Months

Conditions for EC2 Rl Savings Report:
e Interval = Monthly

» X-Axis = Months

* Y-Axis = EC2 Savings

e Category = Cost Category Items
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EC2 Rl Modifications

1 Once reservation purchases are completed, monitoring and managing these

The EC2 Rl Modifier Rls on a daily basis is important for recognizing the full value of the large
analyzes your Reserved investment made. VAST View Policies and reporting recommendations
Instances as well as your can alert DevOps and Perspective Group Owners when reservations are
instance usage, and makes underutilized as well as when reservation purchases are expiring and need to
cost-saving modification be repurchased. Policies can then take actions on some of these underutilized
recommendations to reservations on your behalf.

consider. Creating an

hourly automated policy, VAST View gives you the ability to modify coverage for all instances tied to

like below, will reduce the your reservation, or just a subset, in one or more of the following ways:

need to manually modify
these through the report. ¢ Switch availability zones within the same region

] .
e Change between EC2-VPC and EC2-Classic

e Change the instance type within the same instance family

Modification @ Enabled
Rescurce Typs Evaluste @
EC2 Reservtion Modifications ) [ Run mvery 1 hour
Advanced Options ¥
©sovings>$100 (g s

CONDITIONS
@ [ Potential EC2 RI Reallocation savings excoed $1.00 and modifying reservation scope to regional
© Add Condition...

ACTIONS Actions will only be parformed on resources that match the conditicns of this rale
© [ Medify Amazon EC2 Reserved Instances | Automatic
0 Add Action...

Conditionsfor EC2 Standard RI Modification Policy:
e Resource type = EC2 Reservation Modifications
e FEvaluate interval = 1 hour

« Conditions = Savings exceeds $1 for modifying reservations scope
to regional. Note that moving standard AZ reservations to a regional
reservation is best practice, but can be changed to maintain scope
by editing the policy condition if reserving capacity is necessary for
your organization.

e Actions = Modify Automatically

PAGE 20 IT & Operations Cloud Best Practices www.vastITservices.com
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For Convertible Reserved Instances, AWS allows these reservations to be
exchanged from one instance type to another instance type within their
guidelines listed here. This allows the reservation purchase to be more
flexible and align with the business’s infrastructure changes over time.

The Rl Analyzer is a great report for seeing how size flexible reservations are
applied to instance usage now or throughout the current month. This analysis
should be done on a weekly basis at minimum, while, if possible, daily analysis
would reduce the value of unused Rls even further.

181.0 15237 TI8% $90,476
# Instoncos # Rosorvations Ris (% of Total Hours) Reservation Sovings

Usage Discount

FILTERS » ([ Edit Columas.. Analysis Poriod: Mow % Account Analysis By: Billing Family v B
Rilling Account Recommaendations Location  Instance Typs  Opaerating System  Tenancy  ® Instances  # Resarved Instances  Effective Cost Per Manth +  Ressrvation Savings Per Manrth  Potential Savings Per Manth !
AWS CHT Purchase 37 Partial Upfront us-gast-  [3.2darge LinuwUNIX default 30 oo $16,845 $0 $5,886
Sandbox resarvations L]

AWS CHT Purchase 36 Partial Upfront us-gast-  i3-2xlorge Linun/UNIX default 56.0 o0 $16,350 $0 727
Sandbox reservations d

AWS CHT Purchase 27 Partial Upfront us-sast-  i3.2xlarge Linuwa UNIX default 320 45 $14,059 $510 $4,295

Sandbox reservations b

To best way to analyze this report for Convertible RI exchange opportunities is
to look at the “Now” analysis period. VAST View will provide recommendations
when reservations are underutilized to signify when to sell, modify or convert
those reservations. Export this report and filter for the lines that have this

recommendation.
Billing Account Recommendations Location  Instance Type Operating System Tenancy # Instances # Reserved Instances Effective Cost Per Month »  Reservation Savings Per Month
AWS CHT Sell, modify or convert 65 us-east-1 r3.xlarge Linux/UNIEX default 65.0 $9,944 -§9,944

Sandbox reservations

As seen in the previous example, the r3.xlarge Linux line has 65 reservations,
or 65 reservations x 8 credits per reservation, while having O instance usage
to apply these reservations to. This results in 520 reservation credits that can
be converted to other instance types. Calculate the credits available to be
converted in the export for all remaining lines to come up with a total number
of available usage. To determine where to move these reservation credits to,
filter the export for all lines that say “purchase X reservations.” Take a look at
the instance families represented and determine a number of credits per family
that are needed. From there, you can use the AWS console to convert these
reservations to the appropriate family type.
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Underutilized EC2 Rls

Ensuring that Reservations are utilized every hour helps maximize the benefit

of your purchases. Having Policies alert when Reservations are unused for more
than 1 hour gives you the opportunity to review changes that can be made in
your infrastructure to better utilize these Rils, or identify opportunities for you to
sell, modify or convert your existing Reservations.

Underutilized EC2 Reservations @ Enabled

Resource Type Evaluate &
EC2 Reservation - 3 Run svery day st 6:00 AM EST

CONDITIONS
© (2’ Under Utilized Ris MTD Hours is higher than 1 hours
© Add Condition...

ACTIONS Actions will anly be performed on that match the itions of this rule
e E Email i e, ik b h Gom

0 Add Action...

© Add Ruls

Conditions for Underutilized EC2 Reservation Policy:

* Resource type = EC2 Reservation

e Evaluate interval = Daily

» Conditions = Underutilized Rls MTD Hours are higher than 1 hour

e Actions = Email Cloud Steward
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In addition to a policy, tracking the trend of unused Rls month-over-month
gives the business visibility into how the Rl strategy is performing and where
adjustments need to be made to better utilize the reservations. A cost history
report showing the unused Rl amount trended over the past 12 months is
helpful for visualizing Partial and No Upfront monthly reservation fees. However,
to track all unused Rls, utilizing the EC2 instance usage report to visualize
which instance families are not using all of the purchased RI credits will be more
encompassing. The following report uses Normalized Factor Units (NFUs) which
AWS describes here.

Hy B Ee B B~ Bm m Bae Hu mEe Ew

e P 4
o & ra
o &

B Data View by Normalized Reservation Surplus (NFU)

Instance Typa Familes US East (Northarn Virginia) Region US Wast (Northarn Calfarnia) Region US Wast [Oregon] Regian Tatal
m <138.566 -198.66
i3 -3,634.42 -3.634.42
4 -601.92 -601.92
3 5BE.4E 68646
ma -E53.58 -553.58
m3 -Erean -T2As
o4 AATES6 -1,175.56
c3 144,03 -144.03
12 2891 0.00 0.00 -38.91

ml 0.00 .00

t 0.00 0.00
Total +6,030.90 0.00 0.00 -6,030.10

Conditionsfor for EC2 NFU Report:

e Interval = Monthly

e X-Axis = Region

* Y-Axis = Normalized Reservation Surplus (NFU)
e Category = Instance Type Families

e Filters = Months = Previous Month, Operating System = Filter for each
OS to align with the reservation purchase attributes
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Any positive number of units indicates that there are too many reserved units
purchased for that instance family and that region. The report should be filtered
to each operating system to align with how the reservations were purchased.
Any negative number of units indicates that there are not enough reservation
units to cover the usage in that instance family and region and more reservation
credits could be purchased.

Upcoming EC2 RI Purchases Expiring

Being aware of previous Rls expiring within 30, 60 or 90 days enables DevOps
and Finance to budget for another cash outflow, and begin discussions with
Cost Center Owners to determine what Reservations need to be repurchased.
A policy to alert the Cloud Steward when reservations are about to expire
reduces the need to track these in spreadsheets.

@ Expiring Reservations @ enabled
Resource Typs Evaluate O
ECZ Resarvation H {8 Run every day at 5:00 AM EST
Advanced Options »
(@ Reservations expiring in 60 days
CONDITIONS

& [# When Reservations for more than 1 Instances will expire within the next 60 days
© Add Condition...

ACTIONS Actions will anly bo performed on resources that match the canditions of this rula
© (@ Email ssndbox@cloudhealthtech.com
© Add Action...

Conditions for Expiring Reservation Policy:
e Resource type = EC2 Reservation
e Evaluate interval = Daily

e Conditions = When Reservations for more than 1 instance expire in
the next 30, 60, and 90 days (3 different Policies or blocks)

e Actions = Email Cloud Steward
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Managing RDS Spend with Reservations

Similar to EC2 Reservations, VAST View has an RDS Rl Optimizer that can
analyzethe on damand usage in your environment to determine the most
optimal RI purchases.

@ Expiring Reservations @ Enabled
Resource Type Evaluate O
ECZ Resarvation ' 5 Run avery dey st 9:00 AM EST
Advanced Options v
@ Reservations expiring in 60 days
CONDITIONS

© [ When Reservations for more than 1 Instances will expire within the next 60 days
© Add Condition...

ACTIONS Actions will anly ba performed on rescurces that match the conditions of this rula
© [# Email sandbox@cloudhealthtech.com
© Add Action...

© Add Ruls

Save $28,832 per month ($345,981 per year) by purchasing 2 All Upfront and 99 Partial Upfront reservations for a total upfront price of $129,380

The Effective Cost Savings including the amortized upfront price will be $18,050 per month ($216,601 per year)

The projected reservation rate is 66.9% and the payback period is 4.5 months

Conditions for RDS RI Optimizer:
e Choose Time Period to Analyze = Last 30 days

» Preferred Time = 1 year but 3 year Rls give you larger discounts if your
organization’s forecasted usage is stable.

e Budget = Max budget gives optimal RI recommendations, but adjust
this to the amount of upfront capital your business can provide.

» Estimated Purchase Date = Setting this in the future will take into
account Rls that expire between now and that date. Set this to the
date that you would like to purchase for to ensure you're including all
active Rls at the time.

o Offering Types = Best practice is to allow the Rl Optimizer to choose
the most optimal Rl type. Choose the type that accommodates your
business’s upfront payment ability if certain types are not feasible.
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Purchasing Azure Reservations

The VAST View VM RI Optimizer evaluates your Azure VM usage to
determine if you can benefit from the use of Rls. During the evaluation,
the Optimizer analyzes your previous usage and identifies the optimum
purchase. By setting a target Rl coverage, VAST View will find the most
optimal purchase within that coverage constraint. Additional filters can be
selected to narrow recommendations down to specific subscriptions,
machine series or regions.

OPTIONS w
Tima Period To Analyze Praferred Term Target Coverage Set Your Budget (Max: $2,050 ) ©
Lsat 30 Dayy ] 1 Your ¢ 100 % $0 5350

EXTENDED OPTIONS +

Estimated Purchase Date Reservation Scope Enrcliment Subscription
6 # Shared Subscription cht-ea Al
Single Subscription
Filters

Recommendation Summary
REEERVATIONS TO BUY COVERAGE UPFRONT COST BREAX EVEN SAVINGSE MONTHLY SAVINGS ANNUAL SAVINGE
4 99% $1,543 5.2 mo 52% $168 2

I COLUMNS: (18] v “ RECOMMENDATIONS 8Y. LOCATION v I

Recommandations by Location
g reservations undar an Ay (EA) with shared scope will still require choosing & subseription in Azure portal, You can choosa sy subseription,
LOCATION VIRTUAL MACHINE SIZE  ENROLLMENT ELIGIBLE SUBSCRIFTIONS
Esst US
Standard DS1v2 chi-ea Engineeringl, Free Trisl{Converted to EA) *, Redshirt- 1 2 $520 09% §127 §69 +3§57  $1.51 $833 + $587
azure, Scott's Subscription *
EastUS2 o 1 $325 100% 71 S% + 844 $849 $325 + §524
Standard Fs chi-en Enginseringl, Free Trial{Convarted to EA) *, Redshirt- o 1 $E25 00% N sar + §44 $849 §328 & §524
azure, Scott's Subscription *
West India ] 1 $678 100% $123 867 + 867  $1479 678 + $807
Standord D52 v2 cht-en [Enginoaringt, Free Trisl{Convarted to EA) *, Redshirt- o 1 S678 100% $125 $57 867  $1479 $678 & $801
azure, Scott's Subscription *
Total 1 4 $1,543 99% $321 §153 168 3848 1,836 +fzmz
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Conditions for Azure VM Reservations:

Choose Time Period to Analyze = Last 30 days

Preferred Time = 1 year but 3 year Rls give you larger discounts if your
organization’s forecasted usage is stable

Target Coverage = VAST View recommends being at least 70%
reserved. While 100% doesn’t offer a lot of flexibility for changing your
infrastructure, it provides the largest savings across your VM spend and
VAST View will recommend an optimal purchase up to 100% coverage.

Budget = Max budget gives optimal Rl recommendations, but adjust
this to the amount of upfront capital your business can provide.

Estimated Purchase Date = Setting this in the future will take into
account Rls that expire between now and that date. Set this to the
date that you would like to purchase for to ensure you’re including all
active Rls at the time.

Reservation Scope = The scope determines how many subscriptions
can leverage the reservation benefit and how the reserved VM instance
is applied to those subscriptions. Shared Subscription scope is
recommended for better RI utilization and should be used if you want
reservations to be able to “float” across your entire Azure account.
Single Subscription scope should be used if you want to reserved
compute capacity for the selected subscription in the filters.
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Managing Usage
Monitoring Compliant Cloud Services and Regions

Implementing and enforcing a governance strategy prevents unexpected
expenses due to choosing more expensive regions, or using cloud services
that are not allowed by the business. Viewing spend by region across all
accounts is a quick check for the business to see where outlying services
may be used. This should be subscribed to on a weekly basis.

The following Cost History report is looking at the Project Perspective for
the current month by region. Creating this report by Project view allows the
business a visual check based on what regions projects should be built in.

B US East (Northarn Virginial Region [l USWest (Dregon} Region [l NotinRegion [ AWS GovCloud[Us) Region [l US East (DhiciRegion [l US Wst (Narthern Cabfornia) Reglon B B (Frankturt Rogion
B TU{raland) Rogion [l Asia Pacific (Sydney) Region [ Asia Pacific (Tokyo) Regicn Il Asia Pacific (Singapore) Region [ TL (London] Reglon At Pacific (Sooul) Rogion [l South America (Saa Paulo) Reglon
B Avia Pacific (Mumball Region CA Contral (Montrosl) Region [l FU {Parle) Ruglon

—
120K

MoK -4
100%

90K

o

O 4

HOK

anied

40K}

St

sow |

s ; éa,o"b e"‘f 3 wg's»“"' & q‘fo?:g
ad

Project

Cost (§)

o & i

& = o

Conditions for Cloud Service Compliance Report:
e Interval = Monthly

e X-Axis = Perspective of Business’s choice

* Y-Axis = Cost

e Category = Service Iltems

e Filters = Month filtered to Current Month
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Similar analysis should be done for any Azure and Data Center accounts
using the Azure Cost History report and Data Center Cost History report.

Additionally, monitoring the cloud services used by teams helps the business
plan for future spend and service item growth. When services are used outside
of what the business has planned, unexpected spend becomes difficult to
manage and predict.

B EC2-Compute [ ECZ-NAT Gatowsy Transfer [l ECZ-Taanwlor [ EC2-UnwsedRi [l 53-Storage [ 53-AP1 E85-Swrape [ Elesticssarch-Compuse [l Amason Elsstic MapReduco
B AramoClosdWeich Bl AWS CloudTral EstiCache - Compute [ Elasticessrch - Storage [l ROS-Compute [ AWS Config S3-Tranafor [ EC2-NAT Gateway Usago [l S3- Glacior
ECT - Load Balencer Usage B EC2 - Load Balancer Transher W ROS - GPZ Storage B Awsss [l ECE- EBS Srapshot 55 - Standard Infroquent Accous B Saesticeearch - Data Tranafer
B 20 More
300K
—_—
——

200K

Cost (§)

e & = &
(@‘E o ‘\df‘d‘ ‘,r(fg qe“““ «
& o ¥
Environments

Conditions for Cloud Service Compliance Report:
e Interval = Monthly

e X-Axis = Perspective of Business’s choice

* Y-Axis = Cost

e Category = Service Iltems

e Filters = Month filtered to Current Month
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Governing Approved Instance Types

Spend doesn’t always tell the full story of what’s happening in an environment,
microservice, or cost center. By monitoring usage within Perspective groups
and by Service Items, it can be determined if incorrect instance types are being
used, if particular services related to a project or customer have changed
abnormally, or if particular environments are growing while other environments
are offsetting those changes by decreasing, therefore leading to overall spend
appearing steady. Use the following usage reports both daily and monthly to
identify short and long-term trends and changes. These reports are individual to
each service and should be monitored separately.

To monitor approved EC2 instance types, an EC2 Instance Usage report
shows you the daily trend of the quantity of each instance type used. Additional
views can be created by filtering to certain Perspective groups to audit what
teams are using, or filter to specific instance types that aren’t allowed by the
business and categorize on Perspectives to determine who is using incorrect
instance types.
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Conditions for EC2 Instance Compliance Report:

e Interval = Daily (Repeat conditions for Monthly intervals for overall
trends as well)

e X-Axis = Days

e Y-Axis = # Instances (Note that this is a calculation of the number
of instance hours used/number of instance hours available for the
time period)

e Category = Instance Types

o Filters = Filter out last day from the Days filter as the last day’s data
may be incomplete. Another filter should be added for Perspective
groups if sending directly to Perspective owners.
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Use Azure VM Usage report to track Azure Virtual Machine types.

In addition to tracking variations through reporting, Policies provide alerts to
teams based on conditions set to monitor usage for specific instance types or
families. The Policy below should be run daily to alert users to stop instances
before they incur a large amount of spend. This is best used for old generation
instance types that should no longer be considered when spinning up

new infrastructure.

@ Block1 @ Enabled
Rescurce Type Evaluate O
EC2 Instance [} 5 Run every day ot 6:00 AM EST

Advanced Optiom =

Oruer
CONDITIONS
° (@ When an instance has boen running mare than 1 hour this month, whan Instance Typa Families is one of c3, i2, m1, m2, m3, 3, 11
© Add Condition,

ACTIONS Actions will only ba parformed an msaurces that match the conditions of this rule

@ (# Email cloud S RS
© Add Action...
© Add Rule

Conditions for Instance Type Compliance Policy:
¢ Resource type = EC2 Instance
e Evaluate interval = Daily

» Conditions = When an instance has been running for more than 1hour
this month, when Instance Type Families is not one of the approved
instance types

¢ Actions = Email Cloud Steward
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PAGE 33

It is important to monitor the Operating System of each instance or VM, since
the price per server can change depending on the OS or license used. Similar
to the instance usage reports and Policies discussed, you can change the
category to view by OS instead of by instance type. Viewing this report on

a daily basis enables the business to immediately catch and correct instances
running the wrong OS.

Jan 16

[

1
1
Jan23 Jan30 Feb & Fob 13 Febb 20 Feb 27 Mar 6 Mar 13 Mar 18

Conditions for Operating System Compliance Report:

Interval = Daily
X-Axis = Days

Y-Axis = # Instances (Note that this is a calculation of the number
of instance hours used/number of instance hours available for the
time period)

Category = Operating System

Filters = Filter out last day from the Days filter as the last day’s data
may be incomplete. Another filter should be added for Perspective
groups if sending directly to Perspective owners.
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A Policy is best for being notified of these types of errors quickly. The Policy
shown monitors instance usage on an hourly basis and notifies the Cloud
Steward if any instances are running a non-approved operating system.

@ Eczi Operating System Monitoring @ enabled
Resource Type Evaluste &
EC2 Instance $ 55 Run avery day at 6:00 AM EST
Advanced Options
O~Rule Flag Gtonl -

CONDITIONS
@ [# When on instance has beon running more than 1 hour this month, whan Operating System is Linux

© Add Condition...

ACTIONS Actions will only be parformed on resources that match the conditions of this ruls
© (& Email cloud com

© Add Action...

Conditions for Operating System Compliance Policy:
e Resource type = EC2 Instance
e Evaluate interval = Daily

» Conditions = When an instance has been running for more than 1hour
this month, when Instance Type Families is not one of the approved
instance types

e Actions = Email Cloud Steward

Monitoring Unused Infrastructure

It’s important to review the top 5 services based on spend within your accounts
to determine which services will have the largest impact when optimized.

The Cost Summary Pulse report is helpful for showing the top Perspective
groups contributing to spend, as well as the top services being used. Common
underutilized resources among customers tend to involve EC2 instances, RDS
instances, EBS Volumes, and S3 Buckets.

The following are a few ways to optimize your environment based on commonly
underutilized service items.
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Managing Unattached Volumes

Monitoring EBS Volume usage is important to ensure that volumes are being
deleted when the EC2 Instance is deleted. When “Available” volumes in the
EBS Volume report continues to grow, this is an indication that the volumes
have been unnecessarily left and should be deleted. It's recommended to track
this usage daily so that volume spend doesn’t increase due to unused volumes.

Oct 24 Oct 27 Oct 30

W Amached [l Availablo

Octé Oct9 Oct 12 Oct 15 Oct 18 Oct 1

1:
Days

300TB

20078

Storage

=1

Oct3

Conditions for EBS Volume Status Report:
e Interval = Daily

o X-Axis = Days

* Y-Axis = Storage

e Category = EBS Volume Status

o Filters = Filter out last day from the Days filter as the last day’s data
may be incomplete. Another filter should be added for Perspective
groups if sending directly to Perspective owners.
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The EBS Volume report is helpful for tracking the trend of unattached volumes,
but a policy should also be created to automatically delete these volumes
after 7 days. This gives engineers enough time to reattach the volumes if they
need to be reused, and deletes any volumes that have not been reattached.
Instructions for fully automating, or setting up approval processes for deletion,
can be found here.

Monitor unattached EBS Volumes @ Enabled

Resource Type Evaluate O
EBS Volume 5 0l Run every day st 6:00 AM EST

Advanced Options +

CONDITIONS
© [ When an EBS Volume has been unattached for 1 weeks
© Add Condition...

ACTIONS Actions will only be performed on that match the conditions of this rule
© [ Delete A EBS Volumes | A
€ Add Action,..

Conditions for Unattached EBS Volume Policy:
* Resource type = EBS Volume
e Evaluate Interval = Daily

e Conditions = When EBS Volumes have been unattached for more than
1 week (This can be filtered to particular environments or accounts that
are safer to delete volumes in, while excluding those that volumes
should be looked at before deleting)

e Actions = Delete Amazon EBS Volumes Automatically, or send email to
Perspective Group Owner if filtering by a Perspective
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Managing Aging EBS Snapshots

EBS Snapshots are a point-in-time view of an EBS volume, typically used for
backups or baselines for new volumes. In most cases, these snapshots don’t
need to stay active longer than 6 months, and, once a new snapshot has been
taken, the old snapshot should be deleted. Monitoring these snapshots through
Policies takes the manual work out of determining how long snapshots have
been active and can have actions taken to delete these snapshots automatically.

Block 1 @ Enabled

Resource Type Evaluate O
EC2 Snapshat $ 19 Run every duy st 6:00 AM EST

CONDITIONS
@ [ When an EBS Snapshot is older than 6 months
Q) Add Condition..

ACTIONS Actions will anly be p d on that mateh thy itions of this rule
© [# Delete Amazon Snapshots | Automatic
© Add Action...

Conditions for Aging EC2 Snapshot Policy:

e Resource type = EC2 Snapshot

e FEvaluate Interval = Daily

e Conditions = When EBS Snapshot is older than 6 months. This should
be set to a shorter aging policy for environments or accounts that take

daily snapshots in order to reduce spend as much as possible.

e Actions = Delete Amazon Snapshots Automatically, or send email to
Perspective Group Owner if filtering by a Perspective
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You can also review a tabular report to determine when a snapshot was first
created. The report shows all snapshots active across your accounts. It can be
sorted, or exported, to analyze the dates further. From the Snapshots Assets
report, you can delete snapshots individually, or in bulk, if permissions from the
Administrative section above were enabled for snapshot deletion. Use the Edit
Columns button at the top to add the Create Date column. This identifies when
the snapshot was created. You can add other columns should to help \the
business identify the snapshot’s purpose.

Managing Unattached Elastic IPs

AWS only charges for Elastic IPs (EIPs) when they are no longer attached to an
instance. If EIPs are whitelisted by your business, the following policy should not
be considered. If EIPs are not whitelisted by your business, the following policy
should run on a daily basis to clean up any unattached EIPs.

@ Release Elastic IP after 1 week @ enabled
Resource Type Evaluste O
Amazon Elmstic 1P E [ Run ovary day at 6:00 AM EST
Advanced Optlons =
Ruied
CONDITIONS

© [ When an Elastic IP Address has been unattached for 1 weeks
© Add Cendition..

ACTIONS Actions will saly be parformad on resources that miteh the conditions of this rule
© [ Reloase Elastic IP | Automatic
© Add Action...

Conditions for Unattached Amazon Elastic IP Policy:

e Resource type = Amazon Elastic IP
e FEvaluate Interval = Daily

e Conditions = When an Elastic IP Address has been unattached
for 1 week

e Actions = Release Elastic IPs Automatically, or send email to Perspective
Group Owner if filtering by a Perspective
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Managing Underutilized Elastic Load Balancers (ELBs)

Load Balancers are a critical component of web architecture, but often show an
asymmetric skewed distribution of usage with well over 50% of load balancers
doing little to no work. The Load Balancer Metrics report provides many column
options to analyze various metrics when determining whether a load balancer is
efficient or not. You should perform the following analysis monthly to determine
which load balancers should be terminated.

Name Avg Healthy Hosts Max Healthy Hosts Sum Requests
api-vpc 6.82 7.0 120352866.0
cht-api-vpc 14.87 15.0 426110.0
webserver-app-vpc 9.92 10.0 906185.0

Conditions for Load Balancer Metrics Report:

» Filters - Range Filters = Monthly, Choose previous complete month

e Columns = Name, Avg Healthy Hosts, Max Healthy Hosts, Sum
Requests (By default, Month is included as the last column)

To analyze these 3 columns, sort the Sum Requests column from smallest to
greatest to identify those with very few, or possible no, requests. Those with no, or
very few, requests are good candidates to terminate. Similarly, you can sort the
Max Healthy Hosts column to identify those with 1 or no hosts. With only 1 or no
hosts, there is nothing to balance and, therefore, a load balancer isn’t needed.
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Optimizing Underutilized EBS Volumes

There are three important metrics when analyzing whether an EBS volume is
utilized efficiently or not.

¢ The speed, or latency of the disk, determines how long it takes the volume
to respond to a query.

¢ |OPS measures how many requests per second are made to the volume.

e Throughput determines how quickly large files can be read from, or written
to, a volume.

With these metrics, you can focus on matching the optimal EBS volume based
on the latency, IOPS, and throughput required. EBS volumes are charged per
GB per month. It’s worth noting that io1 is more expensive, both in the cost

per GB, and in the cost of adding additional I/0, with a slightly higher SLA for
sustained I/0. Gp2 has the the same seek time as io1, and you’ll notice that
gp2 is four times the cost of sc1 per GB. These nuances are vital to understand
how to optimize the EBS spend and which EBS volume type is the correct one.

Configuring equivalent baseline IOPS in gp2

In most cases it's not economical to use io1 unless a volume has absolutely
critical I/0 needs, or has sustained volume above 10K IOPS. Gp2 can deliver
the same IOPS for a lot less. GP2 provisions baseline IOPS at a rate of 3 per
GB up to a limit of 10K. To figure out the baseline IOPS for a gp2 volume, simply
multiply the GB by 3. For example, 400 GB gp2 will deliver a baseline of 1200
IOPS volume at much lower cost than a 400 GB io1 drive with 1000 PIOPS. The
volume will be able to burst to higher levels until it’s ‘Burst Balance’ is exhausted
and the performance reverts to baseline, but it will provide the baseline
performance for as long as needed.

Focus first on the Consumed Read/Write Ops columns to identify candidates

to move to gp2 volumes. This combines reads and writes, and compensates for
larger reads and writes. I/O operations that are larger than 256K are counted in
256K capacity units. For example, a 1024K 1/0O would count as 4 consumed I0PS.
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Finding candidates for migrating to magnetic volumes

Volumes with high throughput are good candidates for st1, which has a high
sustained baseline MB/s of I/O, with the ability to burst above baseline. To evaluate

a transition to sc1 or st1, it is recommended to run an EBS Volume Metrics reports
for a particular month, and filter by average I/O levels.

= Range Filters
Report Period
Monthly ¥
Maonth

2018-02-014 |
L )

~ Smart Filters
Account Utilization

All ¥ Al
Low - less than 10 ICPS

Avallability Zone

Hlgh - mare than 85 10PS
Al H Haalth Check

Currant Tag Keys
Active 3 Al
Status Tag Values

All

Al

Account Name Volume Name Instance Id Type Size (GB) PIOPS Avg Read Ops (/) Max Read Ops (/s) Avg Write Ops (/s) Max Write Ops (/s) v

CloudHealth standard 100 GB a7 2751 614 3,134.8
Mgmt

AWS CHT gp2 60 GB 9.0 1,239.0 318 3,044
Sandbox

AWS CHT ap2 60 GB 53 1,640.5 179 3,004.9
Sandbox

Conditions for EBS Volume Metrics Report:

» Filters - Range Filters = Monthly, Choose previous complete month
* Filters - Smart Filters = Utilization = Medium — 10-85 IOPS

e Columns = Volume Name, Volume ID, Instance ID, Type, Size (GB),

PIOPS, Avg Read Ops (/s), Max Read Ops (/s), Avg Write Ops (/s), Max
Write Ops (/s) - (Month will be included by default as the last column)
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Finding candidates to migrate to st1

When looking for good candidates to migrate to s1, start by sorting volumes by max
read and write MB/H to find your high throughput volumes. Sc1 volumes can sustain
250 mb/s, or 90,000 MB/h. St1 adds headroom to 500 MB/S baseline with a burst
capability as described here.

Account Name Volume Nama Volume id Instance id Type Size(GB] PIOPS Avg Resd (MB/h) Max Read (MB/h) v  Avg Write (MB/h)  Max Write (MB/h)
AWS CHT gp2 48GB 6,980.2 121,786.1 4,925.6 95,504.8
Sandbex

AWS CHT gp2 48GB 10,208 108,018.9 8,823.7 B7,639.3
Sandbox

AWS CHT gp2 48GB 10,330.7 103,523.3 8,332.6 77,9541
Sandbex

AccountName  Volume Name

AWS CHT
Sandbox

AWS CHT
Sandbox

AWS CHT
Sandbox
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Conditions for EBS Volume Metrics Report:

» Filters - Range Filters = Monthly, Choose previous complete month

e Columns = Volume Name, Volume ID, Instance ID, Type, Size (GB),
PIOPS, Avg Read (MB/h), Max Read (MB/h), Avg Write (MB/h), Max
Write (MB/h) -(Month will be included by default as the last column)

Identifying Idle EBS Volumes

To find idle EBS volumes, run the same EBS volume metrics for the previous month,
and add columns for sum read ops and sum write ops. Sort by the sum of read or
write ops and the idle volumes will sort to the top. Those volumes with no read or
write ops are candidates for termination.

Volume Id Instance Id Type Size(GB] PIOPS Sum Read Ops Sum Write Ops A  Avg Read (MB/h)  Avg Write (ME/h)
gp2 22GB 00 00 0o 0.0
gp2 50GB 0.0 00 .o 0.0
gp2 S0GB 0.0 0.0 0.0 0.0

Conditions for EBS Volume Metrics Report:
» Filters - Range Filters = Monthly, Choose previous complete month

e Columns = Volume Name, Volume ID, Instance ID, Type, Size (GB),
PIOPS, Sum Read Ops, Sum Write Ops, Avg Read (MB/h), Avg Write
(MB/h) -(Month will be included by default as the last column)
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Rightsizing Underutilized RDS Instances

Amazon'’s Relational Database Service (RDS) is a cost-efficient service for automating
tasks, like hardware provisioning and backups. The RDS Instance Metrics report
provides multiple metrics column options to analyze when determining the efficiency
of an RDS instance. Metrics should be collected when a new instance is first spun
up and running a typical workload. Various time intervals should be collected, from
one hour, to one month, with average, maximum, and minimum values during

these various time intervals. These metrics help determine a baseline for ongoing
monitoring of performance. Analyze the following metrics monthly to identify
underutilized RDS instances.

APl Name Zone Name DB Name Min Freeable Memory Max Freeable Memory Max CPU Utilization
db.r4.2xlarge  us-east-le  cloudpercept 15137390592 22347112448 100.0
db.t2.xlarge us-east-1d  cloudpercept 14985752576 15121809408 0.75

Conditions for RDS Metrics Report:
» Filters - Range Filters = Monthly, Choose previous complete month
e Columns = API Name, Zone Name, DB Name, Min Freeable Memory,

Max Freeable Memory, and Max CPU Utilization (Month will be included
by default as the last column)
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When analyzing these columns, there may be use cases that require additional
columns to be added. One way to determine if an RDS instance is underutilized
is if Min Freeable Memory is more than 50% of Max Freeable Memory. It's
recommended to compare the Max Freeable Memory in the report to the
baselines gathered previously. If there are no baselines set, Max Freeable
Memory as a percent of total memory should remain between 50% and 75%.
Any instance consistently going over 75% of the allocated memory may
indicate that the instance is close to being undersized.

Similarly, compare the Max CPU utilization to the baselines gathered at the
launch of the instance. Low CPU utilization may be a sign of an oversized
instance but should be analyzed in conjunction with memory to determine if the
next instance size would be adequate for the workloads running on the instance.

Managing Performance with Rightsizing

Monitoring tools, like Datadog and New Relic, are great resources for tracking
and alerting in real-time when performance spikes or drops suddenly. VAST View
integrates with these tools to track performance over a period of time

so that trends can be analyzed for future capacity planning. For example, smaller
instances can be provisioned in the beginning to reduce wasted cost and effort
required by teams to rightsize in the future. If certain instances are consistently
under or overutilized for particular projects or tasks, VAST View can identify these
and provide recommendations for downsizing or terminating instances.

In addition to the default recommendations, custom rightsizing policies can

be created by instance family or function to determine more accurate thresholds
and weights for CPU, Memory, Disk and Network analysis. When changing the
percentage thresholds for underutilized instances, the scoring and battery

meters will change accordingly. However, customizing the thresholdsfrom

average metrics to maximum or minimum metrics will affect the recommendations
provided. Any custom policies will be available as options in the Policy dropdown
at the top of the rightsizing reporting.

[0 Edit Columns... 25 Results Por Page v Perspective: Function v Period: March » Order: Decroasing v Policy: Dofault
Default
M4 EC2 Instance Rightsizing
Group Name Total Score Efficiency CPU Score Memory Score Disk Score Network InSe 4w £cs nstance Rightsizing #CHTdefault
@ Analytics 21 57 a2 a9 13 0 Rightsizing: Memoary Optimized | #CHTdofault# |
i I I Rightsizing: S ly Underutilized #CHTdefaul
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Rightsizing AWS EC2 Instances

Using Perspectives to identify certain environments or microservices enables the
business to focus on the groups that can be rightsized to smaller instance types
for underutilized EC2 instances. VAST View EC2 Perspective Rightsizing
report analyzes CPU, Memory, Disk and Network In/Out for each EC2 instance
and aggregates this information per Perspective group. More information on how
these reports are calculated can be found here.

Group Name Total Score  Efficlency CPUScore Memory Score  Disk Score  Network In Score  Network Out Score  # of | Proj d Cost R dation Savings v
@ Production 2 55 25 63 13 o 0 964 $121,529.48 $28,154.12
[} 1} [ Il | I
@ Management 12 45 9 39 12 o 4] 9 $1,697.53 $789.86
1 i ] 1 I
® Staging 9 23 1 35 12 0 0 1 $382.03 $194.18
[} H ] | I
@ Platform NG 46 65 50 a7 7 o 4] 48 $9,716.92 $0.00
i ] I I I

Once you determine the Groups that are candidates to be rightsized, click on the
eye icon to see a filtered view of the EC2 instances that roll under that Group.
Subscribe the correlating Cost Center Owners and System Admins to this filtered
view on a weekly basis to identify opportunities for additional optimizations. It's
important to discuss the recommendations internally while incorporating business
context behind the purpose of certain instances, focusing on those instances that
have the largest savings available. Those instances with a red battery meter are
considered underutilized, while green is considered well-utilized.

Total Score  Efficiency CPU Score Memery Score  Disk Scors  Network In Score  Network Out Scors  Zone Mame  Instance Name  Recommendation Projected Cost  Recommendation Savings »  Actions

22 26 40 61 9 <1 <1 us-east-1a  selenium- Downgrade to  $38215 $19418

i WO N 1 arid m3.xlarge

1 28 5 24 27 <1 <1 us-east-1a  jenkins- Downgrade to  $302.38 $153.30

m l m m master c3.xdarge

2 k3l <1 2 6 <1 <1 us-east-la mgmt-consul Downgradeto  $239.54 $1z.: m

[ m l l r3.large

2 3 <1 5 6 <1 <1 us-east-1lb  mgmt-consul Downgradeto  $239.42 $121m

I m l l r3.large

2 1 <1 2 6 €1 <1 st-la  mgmt | Downgradeto  $239.42 $121.01 -.

l 1] l l ri.large

20 42 38 42 18 <1 <1 us-east-la  sensu-prod  Downgradeto  $172.45 $76.65

] | |} c3large

19 &8 4 75 16 <1 <1 us-east-1a  pritunl-1 No $53.84 $0.00 Aitiona

[} e 1 T il recommendad -
change

12 ked 2 75 15 <1 <1 us-east-1b  prituni-2 No $34.6 $0.00

] M 1 T I} recommended m
change

12 T 2 75 15 <1 <1 us-east-1d  pritunl-3 No $34.7 $0.00 Actions

] M 1 T il recommended -
change
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Rightsizing Azure VMs

As with rightsizing AWS instances in VAST View, Perspectives help identify
certain environments or microservices that can be rightsized to smaller VM types
for underutilized VMs in Azure. The Virtual Machine Perspective Rightsizing
report analyzes CPU, Memory and Disk I/O for each VM and aggregates this
information per Perspective group. More information on how recommendations
are made can be found here.

Once underutilized VMs that are candidates to be resized have been identified,
you can set up actions in VAST View to resize selected VMs in the report.
Options include automatically resizing the VM to the recommended size, or
resizing the VM to a custom size using the custom actions setup previously.

Total Score CPUScore Memary Scors  Disk Scors  Vim Name Size Name Reglon Name  Projected Compute Cs Savings Actions.
25 4 46 NoDats  demoecomm Standard_A2 East US $40.99 $2012 Downgrade to Standard_A1 m
1] |
Create JIRA lzsue
13 3 30 7 canti Standard_DS1v2  EastUS §46.29 $787 D Siop & Dealiceate Anire Virtual Machines
n I n | Rusize Azure Virusl Mechines
a0 No Data No Data sgentlest-win Basic_A1 East US $0.00 $0.00 N Restart Azure Virtual Machines

40
U] L] Custom Resize Action

PAGE 46 IT & Operations Cloud Best Practices www.vastITservices.com



VAST

IT without Limits™

Managing Migrations from the Data Center
to the Cloud

Organizations looking to migrate to the cloud face big decisions — such as
which workloads they want to migrate, and what approach they should take.
Primary considerations when starting are how to determine which workloads
are suitable for migration and understanding the TCO of migrating those
workloads to the cloud. A recent study from IDG found that the number one
area where IT professionals needed help selling cloud to internal stakeholders
was around TCO, which also happens to be the top investment driver for
migrating to the cloud.

The VAST View Data Center product continuously monitors the performance
and configuration of physical and virtual servers running in one or more data
centers. The platform then analyzes this data and provides recommmendations
for moving a workload or a subset of infrastructure running the workload.
Recommendations are made on asset types, region, reservations, and
associated projected costs. This enables you to compare the TCO of running
workloads on-premises with the public cloud, and make intelligent migration
decisions. More information on configuring a migration assessment can be

found here.
Recommendations by Data Center
DATA CENTER BERVER cru MEM (GB) DASK (GE CONFIGURATION INSTANCE STORAGE (GE) ON DEMAND UPFRONT MONTHLY Ri
CHT vSphare Baston P 103779 $12.26097 38 $1777.25 51296500  $1.08050
cht-catalunya-linu-01 1 0.25 6.0 £240.76 m3.meodium 1 $408.88 $363.00 $20.42
CHT-Customar-Aggrogator 2 20 16.0 $40548 mEmedium ” $a0.88 $353.00 429.22
cht-daytona-linux-01 1 028 6.0 $240.76 mEmodium ” $48.88 $353.00 $29.42

To create custom pricing for your data center servers for assessments and
reporting, VAST View allows you to assign pricing based on configuration or tags
to apply pricing to all similar server types. This provides visibility to the business
to base spend on the server cost, building cost, heating and cooling, and more.
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1. Select account(s). [ DATA CENTER ACCOUNT: CHT VSPHERE BOSTON w
2. Price assets per:
3. Price assets by: » Configuration Tag

4, Price each configuration.

Configuration Nome [0 m Advanced (BETA)

Par Cora 5 133
Per GB of Memory § | 233
Per GB of Storage $ 000
Windows License § 450
Linux License $ 100

9 fixed $ 500

© Add pricing field

Calculate Pricing

© Calculating pricing will not stfect existing pricing,

You can create a dashboard in VAST View to track the progress of your
migration from the Data Center to the Cloud. For example, it can show spend in
the Data Center going down, while the Cloud spend trends upwards as servers
are migrated to new instances. Save the preferred view for Cost History reports
for Data Center and any Cloud providers so that they can be added to custom
dashboards. Drag and drop the graph widgets to your new dashboard to
choose the saved Cost History reports.

My Dashboard w HE -
AWS Cost History @ Data Canter Cost History @

W ECI-Compus W EC2 - R Prepay B ECI s W Oher ) G2 Tramber = [ K=l | oHT

I FC - AT Gatmry Tramaher 85 - Brarage W AR ). Seeage W ANEADE Waraged. Aosaur 130

B ECa-Umandh

s00K -

800K o

00i |

¥

2004 |

Servar Cost (§)

Cost

w0k -

ook |

. re——— Y}
Mar 2087 May 20T o 2077 Sap 207 Ngw 20T dma 20 Mar J0tH Agw 2017 Jun 3017

e 3007 Mar 200
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Managing Security Risks

Monitoring security risks is important to identify risks early and remediating security
issues quickly. A subscription to the Security Recommendations report should
be set up to delivery to DevOps and the business’s Security team on a daily basis
to monitor these risks. The underlying Policies that populate the recommendations
for AWS Best Practice Policies and CIS Foundations Policies should be set to run
hourly for important security risks to the business so that alerts can be sent directly
to the DevOps teams and Security teams quickly.

Policy Block Name

Root Account APl Access

Root Account MFA Access

CloudTrail Enabled

CloudTrail CloudWatch Logs

CloudTrail Bucket Access Logs

EC2 Security Group Ingress ICMP

IAM User Password Policy

IAM User has access key(s) that needs rotation
EC2 Security Group has large ingress port range
CloudTrail Log Encryption

EC2 Security Group Egress Range

IAM User with no Group

1AM User has access key(s) that are not being used
IAM Role Changed

1AM Group Changed

1AM Policy Changed

1AM User Changed

1AM User Inactive

EC2 Security Group Changed

CloudTrail Log Validation

EC2 Security Group CIDR Rules

EC2 Security Group Ingress 0.0.0.0/0

RDS Security Group CIDR Rules

Summary

1 Amazon Account has Root Account APl Access

2 Amazon Accounts have Root Account MFA Disabled

2 Amazon Accounts do not have CloudTrail enabled for all regions

8 Amazon CloudTrail Trails are not integrated with CloudWatch Logs

2 Amazon CloudTrail Trail's 53 buckets are not configured to create access logs
18 Amazon Security Group rules have an open icmp ingress source range allowing all traffic

2 Amazon Accounts have a password policy that does not adhere to best practices

109 Amazon Users have access keys that have not been rotated in 90 days
20 Amazon Security Group rules have a port range greater than 50

11 Amazon CloudTrail Trails have logs that are not encrypted at rest

122 Amazon Security Group rules have an open egress source range allowing all traffic

1 Amazon User has No assigned |IAM Group

41 Amazon Users have access keys that have not been used in 60 days

9 Amazon IAM Roles have changed or been created in the last 7 days

1 Amazon Group has changed or been created in the last 7 days

26 Amazon |IAM Policies have changed or been created in the last 7 days
2 Amazon Users have changed or been created in the last 7 days

12 Amazon Users have not logged in for 60 days

14 Amazon Security Groups have changed or been created in the last 7 days
No viclations at the present time

Mo viclations at the present time

Mo violations at the present time

No violations at the present time

Updated At
2017-11-03 05:27:50 UTC
2017-11-03 05:27:51 UTC
2017-11-03 10:12:55 UTC

2017-11-03 10:12:55 UTC

2017-11-03 10:12:57 UTC

2017-11-03 05:27:59 UTC
2017-11-03 05:27:59 UTC
2017-11-03 05:27:53 UTC
2017-11-03 05:27:56 UTC
2017-11-03 10:12:57 UTC

2017-11-03 05:27:59 UTC
2017-11-03 05:27:51 UTC
2017-11-03 05:27:53 UTC
2017-11-03 05:27:56 UTC
2017-11-03 05:27:56 UTC
2017-11-03 05:27:56 UTC
2017-11-03 05:27:57 UTC
2017-11-03 05:27:57 UTC
2017-11-03 05:27:57 UTC
2017-11-03 10:12:55 UTC
2017-11-03 05:27:57 UTC
2017-11-03 05:27:58 UTC

2017-11-03 10:12:55 UTC

Further customization of the Policies should be considered to align with your
business’s requirements, such as password Policies or access key rotation
Policies. For any security checks that are particularly sensitive to your business,
actions should be added to the Poalicies, in addition to being subscribed to the

overall report.
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Edit Condition for Amazon Account

Choose a Topic Data Type O Choose a Measure
Security & Per-rescurce o Password Paficy

Build a Condition
When any Amazon Accounts have a password policy that do not adhere to best practices (Zarces mean o check is disabled)

Minimum password length: _14_characters
Max password age: 90 days
Remember and prevent past passwords:
Allow users to change password
Require uppercase charactars:

Require lowercase characters:

Require numbers:

Require symbols:

Hard expire passwords:

§

HHEHHEL

Another aspect of securing your infrastructure is determining which instances
have ports open to the public. The Health Check Pulse report lists EC2
instances with all ports open to the public, as well as instances with unencrypted
public port exposure. The results are hyperlinked and will bring you to a filtered
view based on those checks. It's recommended to subscribe to the Health
Check Pulse report on a weekly basis to identify additional optimizations, as well
as security risks.

76 Running Instances With All Ports Open to the Public
TCP -1 Instance [ High |
ICMP - 75 Instances

390 Running Instances With Unencrypted Public Port Exposure '
FTP (21) - 52 Instances High]
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Executive Reporting Best Practices

Dashboards allow the Cloud Steward to create executive and cost center views
to provide visibility to various teams. By grouping the best practice interactive
charts seen in the above sections into one central dashboard, users can be
provided these reports in one view when they log in, or be subscribed to it on

a weekly or monthly basis. It's recommended to make a dashboard per role,

and a dashboard per cost center, based on the descriptions and
recommendations in the reporting sections above

AWS Cost Azure Cost
$379,313.19 $300,594.51 $423,028.29 $3,082.77 $3,603.10
Curresit Last Morith Projécted for Month Curtrefit Projectsd for Month
1395 (75) 158,999.63)
EC2 AE (% of Titall Bumdcwn Balance
AWS Cost Trend by Business Unit Azure Cost Trend by Business Unit
M Engineering M Services M Support B Marketing W Engineering [l Supcon B Mereting B Finsnce [l Services
THA
400% 1 % )
H 3
PR 4%
| g I
" Mar 2017 May 2017 Jul 2017 Sop 2017 Naw 2017 Jan 2018 Mar 2018 " My 3017 Jul 2017 Sop 2017 Meav 2017 an J018 Mar 2038
Months Months

Instance Family Compliance Report Region Compliance Report Operating System Compliance Report

Emm: B B3 B Ha W US East |Morhem Virginia) Region [l Mot in Region W Linux

B S West (Oregon) Region [ US West (Northarn Califarmis) fegion
9 10K
.. |‘l| | ' m..i.“ = I“. mmm
Day: Days

s Maonths

# Instances
# Instances

Cost ($)

W ECI R Benehts W3 Hed Wred B3 Hrd Em mis Mo HM @uo

Ape 2017 Jun 2017 Aug 2017 Qct 2007 Dec 2017 fFeb 2018

Months Regions

EC2 Savings

Normalized Reservation Surplus (NFU)
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Key Performance Indicatiors and Metrics

Cost per EC2 Instance

Most customers find EC2 to be the largest component of their spend. Tracking
this spend by instance hour allows the business to ensure they are moving in
the right direction with reservations, while considering this by instance family

to limit the number of variables impacting their spend. This requires looking at
instance hours by family, as well as the spend per instance family. To create this
analysis, you need to have a Perspective by instance family. Use the following
instructions to set this up. Then combine the outputs from the following instance
usage report and amortized cost report to mimic the following calculations.

Perspective by Instance Family
Set up an Instance Family Perspective using the asset type “EC2 Instance” and

categorize by Instance Type > Instance Family. Add all results as a dynamic
group to reduce maintenance when new types are used.

Discover Groups
Guided Search

1. Choose an Assst Typs 2. Choose a Discovery Method

EC2 Instance & " Instance Type » Instances

I |
Set Filters (optional)
Q, CATEGORIZE

Simple Search

Instance Usage Report

Create an instance usage report with the following conditions below to look
at the number of instance hours by instance family.
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H: B~ He Be B~ ED “ B Hr Be Ha a

—
—

OOk 4
00K |
400K
200K

200K+
10K

Oet 2018

# Instance Hours.
&
E3

Now 2016 Dec 204 Jun 2017 Feb 2077 Mar 2007 Apr 2077 May 2007 Jun 2007 Jud 2017 Asg 20T Sec 2017 Oct 2017
Months

Instance Type Familles 2017-10 200709 2017-C8 200707 2017-06 207-05 2017-04 2Z0M7-03 20702 2017-01 201612 2061 201610
4 51900  12,38247 1169500 892900  B,23500 1,593.00 720,00 722.00
3 32,414.56 50436238 45\,795.65 43645200 420,770.00 43316800 342,990.00 316143.00 264,598.00 28623200 261,27B.00 219,162.00 187,012.00
3 832600 130,867.00 134,804.90 139,88200 124,214.00 127,214.00 123763.00 118,530.00 101,240.00 109,32200 10525500 10187100 99,892.00
2 B77.69  14,547.00 157400 24,079.00 2996200 3281600 2215500 15594.00 7800 764400 745500 65700  3,738.00
mé 257600 3456095 36388.01 1432600 560700 170100 21600 22,00
i3 3875.00 22,62500 B,489.00 4,696.00 6,288.00 4,08500 724.00 725.00
m3 14,939.09 2363170 23673197 22747600 215,562.00 22974000 27513400 266,409.00 218,928.00 238,771.00 2474B0.00 233,046.00 245,593.00
cd 635.61 B,022.00 B,409.00 7.365.00 5,506.00 5,548.00 1,620.00 3.00
f 47.00 721,00 341,00 519,00 223200 216000 223200 201600 223300 227800  2160.00  1752.00
m 45.00 72000 74400  744.00 72000  744.00 535.00 148800  769.00 744.00 744.00 720.00 762.00
d2 45.00 720,00 T44.00 456,00
i2 72.00
Total 64,299.94 965731.50 905,316.53 B864,395.00 B17,383.00 838,841.00 770,417.00 721,843.00 595,382.00 644,948.00 624,490.00 563,476.00 538,771.00

Conditions for Instance Usage Report:
e Interval = Monthly

e X-Axis = Months

* Y-Axis = # Instances Hours

e Category = Instance Type Families

Amortized Cost Report

Create an amortized cost report by instance family using the conditions shown.
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B Conis.rs B Comis,is W Cont (8, m3 B Costifl,c3 W Costifi.re B Amortized Cost (8}, 13 Cost (8), Avssrn Not Allocesed B Amortired Cout (§]. 3 B Comishce B Couisima
(] ), m3 [ (8), Ununed [ it ] 3 ] . m4 Com (8. 2 B Amornzed Comt (§), Assets Not Allocated

W Conislms Costisid2 [ Amonized Com (8], ok W Amortized Cou (8, 12 B Costisimi W Comishe Amostized Cost (§), mi W Comisha | 1Mo

300

200K

o=
Mar 2077

Conditions for Amortized Cost Report:

Cost (§), Amortized Cost (§)

dul 200 Sep 20T Do 2017

I _I
:E :
i

e Interval = Monthly

e X-Axis = Month

* Y-Axis = Cost, Amortized Cost

e Category = Instance Type Families Perspective

¢ Filters = Months -All complete months, AWS Services -All EC2 services
under “Amazon Elastic Compute Cloud -Direct” (EC2 -Compute, EC2
-Transfer, EC2 -EBS Surcharge, EC2 -Load Balancer Transfer, EC2-Load
Balancer Usage, EC2 -NAT Gateway Transfer, EC2 -NAT Gateway Usage)

Combining Exports for Analysis

Export both reports to combine in excel. The amortization and cost tabs in the
amortized cost report should be summed into one value per month and instance
family to then be compared to the number of instance hours running in that month
per instance family. Shown is an example of what the end analysis would look like.

A downward trend in spend per instance hour would indicate that reservations are
being effectively used to drive cost down, while noting that many other attributes can
affect the cost, like region, operating system and size of instance type.

Cost per Instance 2017-10 2017-09 2017-08 2017-07

r3 S 37.47 $ 39.81 $ 10.69 $ 6.62
c3 S 1.02 S 1.06 S 1.08 S 0.94
m3 s 0.10 $ 0.09 s 0.09 S 0.09
r4 S 1.01 $ 0.40 | $ 036 S 0.27
m4 S 0.19 S 0.20 S 0.19 S 0.19
t2 $ 0.03 S 0.03 S 0.03 | $ 0.03
r3 S 37.47 S 39.81 $ 10.69 $ 6.62
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Underutilized EC2 Percentage

Trending how utilized EC2 instances are over time gives the business the
information needed for future capacity planning, data for improving utilization in
certain environments or microservices, and allows changes to be made to
downsize instance types that will lead to decreasing EC2 instance spend over time.

Use the EC2 Rightsizing report to identify instances that are underutilized. Add
columns to the report for visibility into thier associated Perspective groups.

- . —r

Scors Zone Mame Instance id APIName  Environments  Recommandstion Projected Cost Recommandation Savings v

H
f
g
f
f

- & 3 Na Data NoData 1 4 us-east-le  i-OdbedcSd0ATTIIES! cddxiarge Production  Downgradeto  $652.23 $508.08
i I ] I cd.large

® 6 3 Ne Data NoData 12 a us-onst-lo  -OcclalBadS3bagTafl cddxlarge Production  Downgradeto  $652.23 $508.08
| 1 ] I ca.inrge

® 0 ] Na Data NoData 19 [ us-oast-le  -0BcB2006950bI501e  cddxiarge Production  Downgradeto  $652.46 $507.57
| 1 n | c.large

® 0 ] No Data NoDsta 19 6 us-eant-lo i casxiarge i Dy doto  $651.58 $506.75
I . n I ca.large

@« 6 3 No Data NoData 1 4 us-east-le i c4dxlarge P i Dy to  $64473 $499.94
1 1 [ ] | c4lorge

Conditions for EC2 Rightsizing Report:
e Period = Prior Month

e Columns = Listed in the image above
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Once exported, filter the report for any instances with a Total Score of less than 68.
Then use the count formula in Excel to count the number of instances that have

a score of less than 68. Use this in your calculation for the number of instances
underutilized. VAST View determines this threshold using its Scoring Mechanism.
You can use custom rightsizing Policies to change the score and you can customize
the threshold to align with one that is approved by your business. Combine this
underutilized instance count with the total number of instances ran in the previous
month using an EC2 Instance Usage report.

]
Because the Rightsizing

Conditions for Instance Usage Report:

report displays two ¢ Interval = Monthly
months of detailed data .
rather than a trend of * X-Axis = Month

underutilized instance
counts, this calculation
should be saved each e Category = None
month locally and
combined with previous
calculations to observe
the trends and make
adjustments to capacity
planning as a result.
]

* Y-Axis = # Instances

e Filters = Previous complete month
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Reservation Type Breakdown

Another metric to analyze when utilizing reservations is the number of Reserved
Units (NFUSs) split between Rls, Spot and On Demand. The Rl and Spot NFUs
should account for at least 70% of the NFUs utilized in a month. Below is the
EC2 Instance Usage report categorized by Reservation Type and should be
analyzed on a monthly basis.

W CrDemard [ Pt Uptont W Nouptost [ St [ AR Uptront
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Fabs 207 Aug oo
Months

=

Normalized Usage (NFU)
£ g2 a8 iz

Conditions for Instance Usage Report:
e Interval = Monthly

e X-Axis = Months

e Y-Axis = Normalized Usage (NFU)

e Category = Reservation Type
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Ratio of Prod vs. Non-Prod Resources

You should analyze the split of resources between Production and Non-
Production environments on a weekly basis to ensure that the spend of Non-
Production resources doesn’t continue to outgrow Production at a much faster
rate than Production spend grows. Non-Production spend should be less than
25% of total infrastructure spend. Using the Cost History report, a trend of the
breakdown of environments can be exported to convert into percentages. If the
environment detail is not necessary in analyzing your business’s breakdown,

a simpler Perspective can be created by merging the Non-Production
environments into one group.
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Conditions for Cost History Report:
o Interval = Weekly

e X-Axis = Weeks

e Y-Axis = Cost ($)

e Category = Environment Perspective

e Filters = AWS Services = All services excluding prepay services
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To track this breakdown on a monthly basis, you can select just one month in
the Cost History report filters, and change the report to a Pie chart. This can
be used for executive reporting purposes and should be compared to previous
months’ breakdowns.

Cost ($)

W Production W Steging B Developmant I Managemant W Pessarch W Testing

Conditions for Cost History Report:
e Interval = Monthly

e X-Axis = Environment Perspective

e Y-Axis = Cost ($)

e Category = None

e Chart Type = Pie

e Filters = AWS Services = All services excluding prepay services,
Month = Previous Month
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Tagging Compliance

With the recommendations previously discussion to help with tagging
compliance, it's important to track that the changes to tags are actually being
made. Perspectives are a great way to track this as any infrastructure with
incorrect tags will not be allocated to a Perspective group. To track the tagging
compliance at a point in time, use a Cost History report to view one month’s
spend by a Perspective. Because a resource’s historical spend will follow

the resource to a Perspective group, a historical trended cost report will not
accurately show the spend for untagged, or unallocated, resources in prior
months. The percentage of resources in Assets not Allocated should be as
low as possible, if not zero. If certain accounts don’t need to follow a tagging
structure for certain tag keys then they should be excluded from the report
using filters to ensure only actionable resources are included in the analysis.

Cost (§)

W Torchwood W K9 [ Assots Not Allocated I Harkness W TARDIS [ Dalex FRiver Sang W Bad Welf W Davros I Brigadier

Conditions for Cost History Report:
e Interval = Monthly

* X-Axis = Project Perspective

e Y-Axis = Cost ($)

e Category = None

e Chart Type = Pie

e Filters = Month = Previous Month, Accounts = Only Accounts included
in Tagging Policy
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Cloud Steward

Frequency of Reports and Policies

STAKEHOLDERS

Tech Ops/Sus Admin

Cost Center Owner

VP of IT/Operation
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CONCLUSION

It's important to remember that these best practices are not meant to be one-time
activities, but ongoing processes. Because of the dynamic and ever changing nature
of the cloud, cost optimization activities should ideally take place continuously.

Learn more about how you can help you automate the continuous optimization by
visiting www.vastlTservices.com
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